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This self-paced adaptation of our Threat Protection Level 2

FORMAT course provides students with the flexibility to complete the

Web-Based Training (WBT) course at their convenience. The course provides detailed

including a scheduled virtual

information about the services running on Proofpoint Protection
Instructor-Led lab

Server (PPS) and the features found in the Protection Server and
Email Protection modules. Students will have hands on exercises
DURATION configuring the covered services and features in the Protection

WRBT: Self-paced
Instructor-led live lab: 6 hrs

Server within Proofpoint’s Training Lab environment. After
completing all web-based training materials, the lab session will
become available to enroll in. Attending the lab session is
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required to complete this training.

COURSE OUTLINE

RECOMMENDED LEARNING

Threat Protection Level 1
Learning Path

REGISTRATION

Contact your account
representative or

Lesson 1: Inbound Mail Routes

Describe the inbound mail configuration and the default inbound
route.

Lesson 2: Policy Routes
Describe the policy routes, usage, and functionality.

Lesson 3: Firewall Rules

training@proofpoint.com for
registration information.

Describe the unique components and features of the email firewall
module.
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Lesson 4: Quarantine
Describe the purpose of the quarantine and how to configure quarantine settings.

Lesson 5: TLS Encryption
Describe the purpose and function of certificates.

Lesson 6: Recipient Verification
Describe how recipient verification works, including profiles, considerations to account or, and best
practices.

Lesson 7: Spam Detection
Describe how Proofpoint Dynamic Reputation and spam detection work.

Lesson 8: Virus Protection
Explain how the virus protection module works. Describe the virus protection.
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