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Your Data and

|dentity Threat Assessment

Data Protection .
Approach Your data is important fo us

* Proofpoint takes data security very seriously and has created a strong platform

] . and process for the identity threat assessments.
Industry leading secure

* Built on one of the most secure platforms in the world with individual instances
2 Only required data is used to prevent data leakage
No passwords taken « Ephemeral deployment with all data destroyed after assessment

3 Robust data protection
adws

and deletion policy

Threat assessment platform security
SOC 2 TYPE Il

CERTIFIED * Proofpoint’s Identity Threat Defense platform creates a custom-built instance in
AWS for each assessment

* Proofpoint AWS environments are ISO 27001, SOC 1,2&3 and GDPR compliant

* Proofpoint utilizes multiple availability zones meaning your data never leaves

Proofpoint dafa protection policy

* Only your Proofpoint representative and yourself will have access to the data
* No passwords identified are stored by Proofpoint at any point
* Any data held in the cloud is destroyed once the assessment is complete

* Proofpoint is 27001 certified and regularly tested both internally and by
third parties



YOUR DATA AND IDENTITY THREAT ASSESSMENT

How assessment works

* One-time scan using a portable wizard application called Beacon on 1 endpoint
(laptop or desktop in IT department)

* Threat analysis information is sent via an encrypted channel to client-dedicated
instance of Proofpoint’s Identity Threat Defense Central Management server

» Data analysis is done by Proofpoint’s Identity Threat Defense experts; report
shared with client
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LEARN MORE

For more information, contact info@proofpoint.com or visit proofpoint.com.

ABOUT PROOFPOINT

Proofpoint, Inc. is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions,
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, including
75 percent of the Fortune 100, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social media, and the web.

More information is available at www.proofpoint.com.
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